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White paper 

Getting Ready for The Future of Fraud 

Prevention

Abstract According to one frequently known estimate, if additional costs are included to the 

fraud loss, institutions lose approximately three dollars for every dollar of fraud. The 

vulnerabilities to fraud and financial crime inherent in automation and digitalization, tremendous 

growth in transaction volumes, and growing interconnection of financial systems within countries 

and globally, are all elements that pose risks to banks. Malicious hacking and cybercrime have 

also increased. Meanwhile, in the realm of financial crime, regulators are constantly revising 

laws to account for unlawful trafficking and money laundering, and governments have increased 

the use of economic penalties targeting countries, public and private businesses, and even 

individuals. Institutions are discovering that their current techniques to combating such crimes 

are unable to adequately address the numerous hazards and burdens. Consequently, 

executives are restructuring their operating models in order to have a holistic view of the 

developing financial crime scenario. This perspective creates the foundation for efficient and 

effective fraud risk management.  

 

FINANCIAL CRIME AND FRAUD IN THE 

DIGITAL AGE As cybersecurity threats 

exacerbate the dangers of financial crime 

and fraud, organizations are collaborating 

across departments to combat them. 
Is it fraud or financial crime? Many 

institutions distinguish between fraud and 

financial crime for the purposes of detection, 

interdiction, and prevention. Boundaries are 

becoming increasingly hazy. Nonetheless, 

financial crime has traditionally been defined 

as money laundering and a few other 

criminal offenses involving the use of 

financial services in support of criminal 

enterprises, such as bribery and tax evasion. 

It's most commonly addressed as a 

compliance issue, such as when financial 

institutions use anti–money laundering 

activities to avoid fines. Fraud, on the other 

hand, refers to a variety of crimes involving 

the deception of financial persons or services 

in order to conduct theft, including as forgery, 

credit scams, and insider threats. Financial 

organizations have always treated fraud as a 

loss problem, but in recent years, powerful 

analytics have been used to detect and even 

prevent fraud in real time. 

The so-called Carbanak attacks, which 

began in 2013, exemplify the online profile of 

much of today's financial crime and fraud. 

The thefts totaled more than $1 billion and 

were carried out via malware. An organized 

criminal group used phishing to obtain 

access to systems, then transferred 

fraudulently inflated balances to their own 

accounts or programmed ATMs to disburse 

cash to waiting comrades. The attackers 

showed a high level of understanding of the 

cyber environment, including banking 

operations, controls, and even risks 

emerging from siloed organizations and 

governance. They also used ATMs, credit 
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and debit cards, and wire transfers, among 

other methods. 

The assaults proved that there are no longer 

any relevant distinctions between 

cyberattacks, fraud, and financial criminality. 

Banks have yet to confront these new 

intersections, which cross the lines that most 

have drawn between the different types of 

crimes. 

Banks who provide a seamless, safe, 

and quick digital interface will experience an 

increase in income, while those that do not 

will see their value diminish and maybe lose 

business. Modern banking necessitates 

quicker risk choices (such as real-time 

payments), so banks must find the correct 

balance between preventing fraud and 

processing permitted transactions as quickly 

as possible. 

The push is on at major institutions to 

combine efforts on financial crime, fraud, and 

cybercrime. 

Countermeasures for all financial 

crime risks fall into three categories: 

identifying and authenticating the customer, 

monitoring and detecting transaction and 

behavioral anomalies, and responding to 

risks and difficulties. Whether performed in 

reaction to fraud, cybersecurity breaches or 

attacks, or other financial crimes, each of 

these actions is backed up by a plethora of 

identical data and processes. Indeed, 

combining various data sources with 

analytics boosts visibility significantly while 

also offering much deeper information to 

improve detection capability. It also 

facilitates preventative efforts in several 

cases. Banks can streamline business and 

technology architecture to enable a better 

customer experience, improved risk decision 

making, and greater cost reductions by 

taking a more holistic perspective of the 

underlying processes. After that, the 

organizational structure can be changed as 

needed. 

With increasing levels of operational 

integration, it is entirely feasible that an 

institution will begin with the collaborative 

model and gradually move toward greater 

integration, depending on design decisions. 

Integration of fraud and cybersecurity 

activities is a must now, given how 

intertwined the crimes are. Integration's 

expanded data and analytics capabilities 

have become critical tools for threat 

prevention, detection, and mitigation. 

Last but not least, banks can 

significantly improve protection of the 

institution and its  

customers by implementing strategic 

prevention, based on the principle of 

anticipating risk rather than reacting to it. In 

order to anticipate where vulnerabilities will 

develop, they must restructure customer and 

internal operations and processes based on 

a continual review of real cases of fraud, 

financial crime, and cyber threats. 

 

COMBATING PAYMENT FRAUD AND 

IMPROVING CUSTOMER SATISFACTION 

In recent years, the threat of fraud affecting 

banks and payment companies has 

increased considerably. 

Fraud has grown in scope, diversity, 

and complexity as a result of several 

converging phenomena. Payment service 

vulnerabilities have grown as the migration to 

digital and mobile customer platforms has 

accelerated. New solutions have also 

resulted in faster payment transfers, giving 

banks and processors less time to identify, 

counteract, and reclaim the underlying cash 

when necessary. Finally, fraud has become 

more sophisticated, thanks to growing 

collaboration among bad actors, which 

includes the sharing of stolen data, new 

techniques, and knowledge on the dark web. 

Banks now have access to far more 

customer and transaction data than they did 
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previously as a result of their migration to 

digital services. New technologies enable 

more precise risk segmentation, resulting in 

lower-friction digital experiences and higher 

levels of satisfaction for low-risk clients. 

The present issue is to combine these 

elements in order to reduce current losses, 

detect and prevent emerging fraud, and 

improve customer experience. 

Some strategies have paid well, with Visa 

predicting that chip technology decreased 

counterfeit card theft by 66% for EMV-

enabled retailers in the United States. 

Other types of fraud mentioned below 

(referred to as "abuse cases") continue to be 

unaffected by effective countermeasures, 

putting traditional anti-fraud operations under 

strain and resulting in increased losses, false 

positives, and unpleasant customer 

experiences: 

• Synthetic identity is a scenario in 

which fraudsters use bits of stolen or 

fictitious information to establish a 

new identity and apply for financial 

goods.  

• Account takeover (ATO) is the theft 

or misuse of credentials to 

fraudulently obtain access to an 

existing customer account. 

• Social engineering is used in 

business email compromise to 

persuade an empowered employee 

to make a transfer to the fraudster's 

account, usually at the behest of an 

executive. 

Three concrete steps were identified to 

effectively redefine fraud operating models to 

combat these emerging threats: re-

engineering fraud case management, 

redesigning journeys to improve the 

customer experience, and employing 

advanced analytics.  

Meanwhile, financial institutions are devoting 

more resources to manually sifting through 

low-value alerts or developing increasingly 

aggressive rules and algorithms, which often 

wreak havoc on the consumer experience 

rather than reducing fraud. 

 

Advanced analytics-driven fraud 

interventions tend to follow a few archetypes: 

- Predictive detection, which includes 

user authentication (e.g., identifying 

whether the transacting party is in 

fact a customer), customer due 

diligence (e.g., fraud profiling as a 

factor in exception decisioning), and 

transaction risk (e.g., whether 

hallmarks of fraud are present in the 

context of other transactions for the 

account, customer, and household). 

- Improved internal process 

efficiency, such as capacity planning 

and providing context outlining why a 

transaction failed an initial screen to 

analysts. 

- Fraud triage automation and other 

robotic process automation (RPA) 

Many banks, on the other hand, have had 

significant difficulties integrating advanced 

analytics into their fraud defense: 

• Building models that do not take 

advantage of all available data, 

disregarding segregated risk score 

inputs in cyber, customer relationship, 

and product sales divisions are all 

common errors. 

• Using "crime-and-institution-ignorant" 

models, which are statistically sound but 

suffer from a lack of knowledge about 

underlying fraud mechanisms, 

institutional controls, and intervention 

possibilities. 
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• Failing to satisfy the increased demand 

for model risk management (MRM) in fraud 

mitigation. 

• Failing to account for authorities' 

growing interest in fraud models. 

• Rather than leveraging analytics to 

transform the business, modern analytics 

technologies are grafted onto current 

processes and policy frameworks. Using 

advanced analytics to detect these 

frauds or reduce the number of false 

positives created misses the true 

opportunity to reform outdated policies 

and practices. 

 

The most effective analytics 

interventions combine cross-disciplinary 

skills with a thorough understanding of the 

industry and the client company. 

 

DEFENDING AGAINST THE USE OF A 

FAKE IDENTITY 

Because of their investments in 

technology, banks have been much more 

adept at combating many sorts of fraud, but 

criminality has developed in response. Many 

fraudsters increasingly utilize bogus, 

synthetic IDs to draw credit instead of using 

a stolen credit card or identity (ID). 

In the United States, synthetic ID fraud is the 

fastest-growing sort of financial crime. 

There hasn't been an effective approach to 

detect synthetic ID fraud until now. To 

combat it, every consumer seeking credit 

would be subjected to even more stringent ID 

checks than they already are. 

The new approach uses machine learning to 

sift through massive amounts of third-party 

data to determine whether an applicant's 

basic information matches that of a real 

person, weeding out the small percentage of 

people who are likely to be using a fake ID. 

The creation of synthetic IDs are made by 

applying for credit using a mix of actual and 

bogus information, or wholly fake information 

in some cases. The application is usually 

denied because the credit bureau's records 

do not match the applicant's name. However, 

asking for credit establishes a credit file in the 

name of the synthetic ID at the credit bureau, 

allowing the fraudster to open accounts in 

this name and start building credit. The scam 

is nearly impossible to detect since the credit 

file looks identical to that of many real 

persons who are just starting to construct 

their credit history—that is, there is minimal 

or no credit history. 

Why do financial institutions fail to conduct 

further, more stringent screening to uncover 

phony IDs when onboarding new customers, 

is the issue that comes to mind. A big part of 

the difficulty in the United States is that there 

is no effective government method for 

verifying whether a Social Security number, 

date of birth, or name is genuine. Although 

the government is working on a service to 

solve this, the exact release date and 

capabilities are unknown. 

The advanced technology that has assisted 

in the detection of other sorts of fraud is 

ineffective here. 

The risk is that banks discourage not only the 

fraudsters, but also the very clients they want 

to attract, who may well switch to competitors 

instead. 

 

How extra data helps: 

It is based on the idea that real 

individuals have genuine histories, which 

they leave behind in dozens of different 

physical and digital data systems. These 

paths are difficult to imitate. A method for 

detecting synthetic IDs that involves the use 
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of third-party data can be a useful tool. The 

tracks of real persons follow a similar pattern. 

Synthetic IDs are inconsistent because, 

while the applicant may provide certain true 

details (for example, a name that appears in 

many data systems), others are invented and 

will not appear. The ID may be too constant 

in circumstances where the synthetic ID is 

totally created. 

Institutions can identify whether applicants 

are real or not by evaluating the depth and 

consistency of information accessible about 

them in third-party data systems. 

 

ON PAYMENTS - FRAUD MANAGEMENT: 

RECOVERING VALUE WITH NEXT-

GENERATION TECHNOLOGIES 

Card fraud has increased 

dramatically in recent years, as a result of the 

advent of e-commerce and mobile 

payments. Companies lose sales when good 

transactions are refused by fraud 

management systems, in addition to the 

direct cost of fraud; up to 25% of e-

commerce companies' refused sales 

transactions were false positives. 

Because smartphone technology lags 

behind traditional computer systems in terms 

of security, mobile payments face even 

greater security threats. 

Card and other sorts of fraud are draining 

significant value from businesses and 

jeopardizing their brands' reputations as 

more commerce moves online and onto 

mobile. To combat this threat, businesses 

will need to master cutting-edge fraud 

management techniques and tools. 

Friendly fraud (disputed charges from legal 

cardholders) and identity theft are projected 

to remain the key fraud concerns for e-

commerce and financial services 

organizations in the foreseeable future. The 

type of fraud, on the other hand, is likely to 

change. For example, identity theft is 

evolving from card skimming to account 

takeovers, a significant shift for most 

businesses. Fortunately, today's businesses 

are equipped to fight back. Next-generation 

fraud management tools have the ability to 

significantly boost detection rates while 

lowering false positives. They can also 

enhance the consumer experience by 

increasing customer engagement, loyalty, 

and value. 

As fraud rates rise dramatically in mobile 

channels, both physical and online 

transactions are under pressure to limit it. 

And the intricacy of cyber-attacks—which 

are frequently launched by malware and 

remain dormant for long periods of time 

before being activated—is increasing. 

Criminals have gotten more specialized, and 

they are now using social media to recruit, 

train, and coordinate their fraud attempts. 

Phishing emails continue to develop new 

ways to entice users to click on links that 

ultimately download malware, which collects 

personal information such as PIN numbers 

and other online purchasing authentication 

details. Criminals find new areas of 

weakness to attack as quickly as banks and 

companies strengthen their vulnerabilities. 

Three steps can help businesses improve 

their fraud management efforts: 

1. Using advanced analytics: Using 

advanced analytics approaches, 

fraud management may be greatly 

improved in terms of efficacy and 

efficiency. The use of more 

sophisticated modeling techniques 

(such as machine learning, deep 

learning, and natural-language 

processing), as well as the 

introduction of automation 

technologies (such as natural-

language generation and cognitive-

computing algorithms), are changing 

the way companies approach risk 
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management. 

 

2. Reengineering fraud case 

management: As fraudsters become 

more sophisticated, 

disproportionately focusing 

prevention efforts on one channel 

can lead to vulnerabilities in other 

channels. Adopting an integrated 

fraud strategy across all lines of 

business and transaction types, with 

an uniform set of fraud-prevention 

policies, limitations, and thresholds 

across all channels, is a superior 

method to prevent losses. 

 

3. Improving the customer experience: 

As fraud protection and detection 

systems get more sophisticated and 

complex, the consumer experience 

may suffer. 

 

Customers do not value security and 

convenience equally, according to our 

research, and different categories of 

customers have varying expectations of 

control, transparency, security, and 

convenience during their e-commerce 

journeys. 

CONCLUSION 

As criminal breaches in the financial-

services sector become more complex and 

break through classic risk frontiers, banks 

are watching their various risk functions 

become costlier and less effective. 

Managers are therefore rethinking their 

perspective to benefit from the synergies 

available in integration. Eventually, fraud, 

cybersecurity, and Anti-Money Laundering 

can be grouped under a holistic approach 

based on similar data and processes. Most 

of the advantages are available in the short 

term, however, through the grouping of fraud 

and cyber operations. 

The authors of fraud are highly proficient at 

using advances in technology, collaboration, 

and specialization. Traditional approaches to 

fraud prevention have not kept pace, with 

financial institutions closely dependent on 

siloed data and manual processes.  

Banks and payments companies looking to 

have a competitive edge—and avoid 

increasing loss risk and mitigation 

expense—must use these same trends. 

Advanced analytics provide a solid reason to 

integrate data across siloes, a method to 

automate and improve expert knowledge, 

and the right tools to prevent, predict, detect, 

and remediate fraud. 
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